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Abstract

Robots are increasingly relied upon for task completion in privacy-
critical human environments. In these environments, it is imper-
ative that a robot’s potentially sensitive goals remain obfuscated.
To address this need, a substantial amount of literature has pro-
posed methods for obfuscatory task planning. These works make
many attempts to experimentally or analytically determine whether
agents can conceal their goals from observers. While these works
make guarantees that resulting plans will conceal an agent’s goals,
they are often only theoretical. Within this work, we develop three
obfuscatory task planning strategies inspired by prior literature to
evaluate with human observers (N = 160). Our preliminary results
show that observers struggle to identify a robot’s goals at similar
levels regardless of whether obfuscatory or optimal task planning
strategies are employed. These findings call into question the pur-
ported benefits of many obfuscatory task planning strategies.
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1 Introduction

As robots increasingly enter into public and private environments,
we gain a better understanding of the risks associated with their
day-to-day use. One such risk is inference-based privacy leakage [14],
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where observers infer private information from public signals. Con-
sider a delivery robot that leaves a coffee shop and makes a delivery
to the front steps of a home at the same time every day. An observer
might infer that the owner of the home enjoys daily coffee. These
privacy risks become more acute in critical domains such as health
and eldercare, where robots are finding greater use and acceptance
[2,7, 10]. Consider a user requesting a robot to “deliver medication
A to room 3212.” As the robot carries out the task, an observer may
infer the robot’s goals through its actions and conclude that the
patient in room 3212 has a particular medical condition without
the robot ever intentionally or directly disclosing that information.

Robots are particularly susceptible to this type of privacy leakage:
while a human may discern whether someone is attempting to
follow or observe them, existing robot platforms do not possess
this level of awareness. Consequently, robots must be designed to
protect the sensitive information of the users they serve. While
existing works have proposed strategies to reduce privacy violations
stemming from data collection, processing, and disclosure [3, 5,
12, 15, 19], these works do not consider unintentional leakage of
sensitive information inferred from observing a robot’s actions [17].

In this work, we provide a novel approach to obfuscating a ro-
bot’s goals based purely on plan generation. We present three plan-
ning strategies, inspired by existing work on “deceptive” robot-arm
motion [4], designed to generate plans that reduce the likelihood
of privacy leakage through a robot’s actions. The alternating strat-
egy generates plans that interleave the actions required to satisfy
multiple goals and, therefore, disconnects what may otherwise be
predictable consecutive actions to complete individual goals. The
multitasking strategy generates plans that encourage actions that
progress multiple goals. Through this strategy, an action’s progres-
sion of one goal may be concealed by its progression of another. The
diverting strategy focuses on adding extraneous actions to the task
plan, potentially increasing the set of possible goals the robot could
be achieving. While the alternating and multitasking strategies are
applicable when a robot is pursuing multiple goals, the diverting
strategy can be applied even when the robot has only a single goal.

We evaluate the effectiveness of plans generated by each obfus-
cation strategy, as well as baseline strategies (i.e., sequential and
non-sequential optimal goal completion), in terms of their ability to
conceal a robot’s goals. To do so, we conducted a large online user
study (N = 160) asking participants to identify a robot’s delivery
goals in a simulated robot environment. Through this evaluation,
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we examine how effectively these strategies obfuscate goals when
observed by a human. Our results show that observers struggle to
identify a robot’s goals whether the robot’s actions are generated by
an obfuscatory or baseline strategy. We conclude by discussing the
implications of these results for goal obfuscation in human-robot
interaction. The contributions of this work are as follows:

o Three task planning strategies for goal obfuscation;

o A comparative evaluation of each strategy’s effectiveness;

e Insights into the application of “deceptive” task planning in
human-robot interaction.

2 Technical Approach

We next present our planning-based approach to goal obfuscation,
detailing the algorithmic approach of each strategy. Figure 1 depicts
a visual comparison of each strategy to a non-obfuscatory approach.

2.1 Alternating Strategy

The alternating strategy generates plans that interleave actions that
satisfy different goals (see Figure 1A). This strategy is based on the
switching robot motion-generation strategy [4], in which a robot
arm switches between moving towards two different items until it
settles on a final target to approach. This motion deceives observers
by making it difficult to determine which item the arm is targeting.

We adapt this concept to obfuscate the robot’s goals while exe-
cuting actions. Our approach to the alternating strategy constrains
plan generation such that no goal is progressed by more than one
action in a row. Therefore, while many non-deceptive optimal task
plans may naturally alternate task progression to some extent, the
alternating strategy ensures that the entire plan is interleaved. For-
mally, an alternating plan will consist of actions ay, ay, ...a, with the
constraint that no a; and a;4; exist such that goal(a;) = goal(a;41).

2.2 Multitasking Strategy

Our second obfuscation strategy, multitasking, involves the pro-
gression of multiple goals by a single action (see Figure 1B). This
strategy is inspired by the ambiguity robot motion-generation strat-
egy from Dragan et al. [4], in which a robot’s end effector moves
equidistantly toward two items for as long as possible before mov-
ing directly toward the true target. The robot’s goal is ambiguous
for most of its trajectory because both targets appear equally likely.

In the spirit of this strategy and similar approaches [8, 11], the
multitasking strategy maximizes the number of actions in the plan
that progress multiple goals. While a non-obfuscatory, optimal plan
may include multitasking if it makes the plan more efficient, the
multitasking strategy will do so even when the overall plan may
be longer. The multitasking strategy operates by discounting ac-
tions’ costs for each “extra” goal that they simultaneously progress,
encouraging multitasking actions to occur whenever reasonably
possible. Thus, formally, given a set of goals G, a multitasking plan
will find the sequence ay, ay, ...a, that maximizes the number of
actions where |goal(a;)| = |G|, then |goal(a;)| = |G| — 1, and so on.

2.3 Diverting Strategy

The third obfuscation strategy, diverting, adds extraneous actions
to the task plan (see Figure 1C). This strategy is inspired by the
exaggeration robot motion-generation strategy, which generates
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Figure 1: Deception Strategies - We present a simple comparison
between a non-deceptive, optimal plan and a plan generated using
one of each of the alternating, multitasking, and diverting strategies.

end-effector paths that move toward a false target and away from a
true target before moving directly toward the true target at the end
of the trajectory [4]. The robot’s goal appears to be the false target
because such a path toward the true target appears unreasonable.

We apply this concept to the robot’s task execution by creating
diversions during the robot’s progression of its goals. Our approach
to the diverting strategy adds a singleton action as an extra “stop”
whenever the robot is on the way to a stop that is in service of
its goals. Formally, a diverting plan will include actions ay, ay, ...an
with the constraint that a singleton action a; where |goal(a;)| =0
exists before each action a; where loc(robot, pre(a;)) = loc(robot,
post(a;)), and |goal(a;)| > 0. These singleton actions have the
additional constraint that loc(robot, pre(a;)) # loc(robot, pre(a;))
for any action a; preceding or following a;.

3 Evaluation

To evaluate our proposed planning strategies, we conducted a large
online user study (N = 160) where participants observed a robot
completing delivery tasks in a simulated hospital domain. This
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study was approved by the authors’ Institutional Review Board,
and all participants provided consent prior to participation.

3.1 Simulator & Videos

We use the Planning Domain Definition Language (PDDL) [6] to
implement our planning strategies. Additional non-obfuscatory
baseline strategies were also developed, including an optimal strat-
egy (i.e., purely using optimal planning) and a sequential strategy
(i.e., generating plans that fully achieve one goal before beginning
the next). We use SymK as our planning engine [16].

Each goal a plan achieves involves a robot delivering an item to
a person or storage container within a hospital environment. We
developed a total of 18 unique delivery goals and sampled 20 sets of
three goals for use in our evaluation. Each obfuscatory and baseline
strategy was then used to generate a plan for each set of goals
(i.e., 100 plans in total). To visualize each of our generated plans,
we utilize a top-down two-dimensional simulator that depicts the
robot as it makes deliveries. As the robot executes actions, a text
box appears describing the action and what items are present in
the robot’s current location, when relevant.

To present these simulations to participants, a total of 100 videos
were created, each showing one of the five planning strategies
being used to achieve one of the 20 goal sets. Each video allows the
viewer to see the locations the robot visits and the individuals with
whom the robot interacts. The items that are transferred between
the robot and others are not visible because an observer with this
information would immediately be able to identify the robot’s goals.

3.2 Procedure

To begin the Qualtrics survey, participants read a brief introduction
to the study’s purpose and a consent form. By continuing with
the study, participants consented to participate. Next, participants
studied a set of images explaining the robot behaviors they would
view in the simulator. These images were followed by two practice
questions similar to those that would be encountered after each
video. Participants then viewed the series of five videos, each depict-
ing the robot completing a set of three delivery tasks using one of
the planning strategies. Each participant viewed the five strategies
in a random order, and the goal set achieved by any strategy was
randomly assigned. After each video, participants were asked to re-
port the three deliveries they believed the robot was making using
a series of drill-down options. For each delivery, participants chose
the provider and recipient of the item, and the item itself. Next,
participants rated their agreement with the statement “I feel confi-
dent that I was able to identify the correct deliveries” on a five-point
Likert scale. Finally, participants provided demographic data.

3.3 Participants

This study utilized Prolific to recruit 160 participants. All partici-
pants were located within the U.S. and fluent in English. The par-
ticipant population was composed of 46.25% women, 51.25% men,
1.88% non-binary individuals, and 0.63% individuals who selected
“prefer not to say”. Participant ages ranged from 19 to 82 years
(M = 41.14, SD = 11.92). All participants who successfully com-
pleted the survey received $7.57 for the 30-minute study.
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3.4 Goal Recognition

For each participant-video pair, we first scored the accuracy of
participants’ predicted robot delivery goals. These results were
then sorted based on the planning strategy used in each video.
The results of this analysis can be seen in Figure 2. Alternating
and diverting produced plans that led to the greatest percentage of
participants being unable to identify any goals (74.38% and 75.00%,
respectively). These strategies were followed by multitasking and
optimal, which yielded zero goals identified by 69.38% and 67.50% of
participants, respectively. The sequential strategy led to the lowest
percentage of participants recognizing zero goals with 44.38%.

We additionally conducted a Friedman omnibus test and Wilcoxon
pairwise comparisons with Holm-Bonferroni correction to assess
whether the differences in recognized goals between strategies are
statistically significant. Our results show a statistically significant
difference between each of the four non-sequential strategies and
sequential. While the differences between pairs of strategies are
highly significant (p < 0.001), no other statistically significant
differences can be found between comparisons.

These results highlight a major difference between our baseline
planning strategies. While the plans generated through obfuscation
strategies led to fewer recognized goals than plans generated with
the optimal strategy, the difference is minimal. As compared to the
sequential strategy, however, the difference is far more pronounced.
While plans generated through the sequential strategy are relatively
easy to follow (i.e., one full task is completed before the next), those
generated through the optimal strategy are much more opaque.
These results suggest that when multiple tasks are available, optimal
planning can be used to conceal a robot’s goals from an observer
without specialized obfuscation algorithms.

3.5 Confidence

Participants also reported confidence levels in their goal recogni-
tion responses for each video viewed. We sorted these confidence
levels based on the planning strategies to which they corresponded.
These results can be seen in Figure 3. Like our goal recognition
analysis, we see a similar pattern emerge among participant confi-
dence levels. Diverting and alternating produced plans that yielded
the lowest participant confidence with 58.75% and 50.63% of par-
ticipants, respectively, responding “strongly disagree”, “somewhat
disagree”, or “neither agree nor disagree” to feeling confident about
their goal recognition responses. Optimal and multitasking followed
with 47.50% and 42.50% participants, respectively, again either dis-
agreeing or neither agreeing nor disagreeing. Sequential led to the
lowest percentage of participants with low confidence at 36.88%.
We again conducted a Friedman omnibus test and Wilcoxon
pairwise comparisons with Holm-Bonferroni correction to assess
whether statistically significant differences existed in confidence
levels between strategies. Significant differences were found be-
tween the diverting strategy and each of the multitasking (p <
0.001), optimal (p < 0.01), and sequential (p < 0.001) strategies.
This outcome may be due to the fact that plans generated from
the diverting strategy are longer than those of any other strategy,
and therefore demand more of an observer. Interestingly, no sig-
nificant difference was found between diverting and alternating.
Given that the alternating strategy forces individual components of
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Figure 2: Goal Recognition — This plot shows the number of goals
participants recognized in each evaluation condition. Statistically
significant differences were found between each non-sequential
strategy and sequential (p < 0.05%, p < 0.01**, p < 0.001***).

plans to be disconnected through interleaving, these strategies may
lead to similarly high levels of cognitive demand and low levels of
confidence, though by different means.

Additionally, significant differences were shown to exist between
the sequential planning strategy and both the optimal (p < 0.001)
and alternating (p < 0.001) strategies. These results are unsurpris-
ing given that sequential goal completion is easier to comprehend
than task execution through the other four strategies. Surprisingly,
no significant difference was seen between sequential and multitask-
ing, but a significant difference was found between multitasking and
alternating (p < 0.05). Given their differences in function and goal
recognition outcomes, the cause of these results is unclear. Further
analysis is needed to understand these differences in confidence.

4 Discussion

From our findings, we share two key insights: (1) while prior works
have made theoretical guarantees about the effectiveness of obfus-
cation strategies, evaluation with human observers is needed to un-
derstand whether these guarantees hold; and (2) optimal planning
may be sufficient for goal obfuscation under specific conditions.

4.1 Necessity of Human Evaluation

While many obfuscation strategies are present in the planning liter-
ature [1, 9, 13, 18, 20], few works have conducted evaluations with
users [4]. Although purely computational evaluations can provide
insights into strategy performance, without human evaluation, true
effectiveness is unknown. Additionally, the implicit assumption of
these works is that without such obfuscation strategies, a human
observer will be able to infer sensitive information. Whether or
not that assumption is true, the degree to which these strategies
provide benefits is unknown. As we saw in our user evaluation,
our obfuscation strategies appeared to perform well in that partici-
pants recognized few goals. In the context of our optimal strategy,
however, the benefits of the obfuscation strategies appear reduced.

Furthermore, human observers may form highly variable as-
sumptions or perceptions about an agent or task during their obser-
vation. As we have seen in this work, for example, some individuals
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Figure 3: Participant Confidence - This plot shows participants’
confidence levels through a five-point Likert scale (i.e., 1 indicates
low confidence and 5 indicates high confidence). Statistically signif-
icant differences were found between several pairwise comparisons
(p < 0.05* p < 0.01**, p < 0.001***).

may confidently draw incorrect conclusions. While we were not
able to capture participants’ thought processes, it is also possible
that some arrived at the correct conclusions about the robot’s de-
liveries for the wrong reasons. Purely computational or simulated
approaches to assessing the effectiveness of these strategies do not
capture these critical elements about an observer. Therefore, we
argue that additional human-subjects research is needed to better
understand existing and future obfuscation strategies. This effort is
of particular importance in the context of sensitive human environ-
ments where private information may be leaked to observers.

4.2 Obfuscation Through Optimal Planning

The results of this work suggest that optimal planning can be used
to conceal a robot’s actions without obfuscation algorithms. When
an optimal planner generates a plan’s sequence of actions, it nec-
essarily interleaves unrelated components of multiple tasks when
such tasks are available. This process often achieves the very same
outcome we attempt to enforce in the alternating strategy: dis-
connecting predictable consecutive actions to complete individual
goals. In doing so, a robot’s goals can become much more difficult to
comprehend. This outcome can be seen in Figure 2 when comparing
the optimal and sequential strategies.

Under the appropriate conditions (e.g., multiple tasks are avail-
able and the adversary is an average human observer), a purely
optimal strategy may produce plans that are sufficiently difficult
to discern without the added cost that may be required under ob-
fuscation strategies. In cases where only a single task is available,
or the adversary is a sophisticated observer with computational
assistance, specialized obfuscation strategies can be utilized. We
hope that future research can further evaluate these concepts by
investigating the specific contexts in which specialized strategies
substantially outperform optimal planning. Future efforts could
focus on observers with technological assistance and expand to
include additional critical domains. Through such investigation,
we can better understand the tradeoffs of planning strategies and
further reflect on existing computational evaluations.
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